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Range of Cybersecurity Assessments 
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• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Phishing Campaign Assessment (EVERYONE)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical)
TECHNICAL

(Network-Administrator Level)

STRATEGIC

(C-Suite Level)

• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Vulnerability Scanning / Hygiene (Technical)

• Risk and Vulnerability Assessment (Technical)

• Remote Penetration Test (Technical)
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Remote Penetration Testing
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ASSESSMENT OBJECTIVES 
• Conduct assessments to identify vulnerabilities and work with customers to eliminate exploitable pathways.

• Simulate the tactics and techniques of real-world threats and malicious adversaries.

• Test centralized data repositories and externally accessible assets/resources.

• Avoid causing disruption to the customer’s mission, operation, and network infrastructure.

SCENARIOS 
 External Penetration Test: Verifying if the stakeholder network is accessible from the public domain by an unauthorized user by 

assessing open ports, protocols, and services. 

 External Web Application Test: Evaluating web applications for potential exploitable vulnerabilities; the test can include 

automated scanning, manual testing, or a combination of both methods. 

 Phishing Assessment: Testing the stakeholder email infrastructure through carefully crafted phishing emails 

 containing a variety of malicious payloads to the trusted point of contact. 

 Open-Source Information Gathering: Identify publicly available information about the stakeholder  

 environment which may be useful in preparing for an attack.

Pre-Planning 
• Request RPT

• Receive RPT Capabilities Brief

• Sign and return RPT Rules of 

Engagement 

• Determine RPT services, scope, 

and logistics during pre-

assessment call(s)

ASSESSMENT TIMELINE 
Planning 
• Confirm schedule

• Establish trusted 

points of contact

Execution (Up to Six 

Weeks) 
• Dependent on 

resource availability

• Critical findings are 

immediately 

disclosed

Reporting 
• Briefing and initial 

recommendations

• Final report 

review and receipt 

– 10 days
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Validated Architecture Design Review
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Purpose: Analyze network architecture, system configurations, log file review, 

network traffic and data flows to identify abnormalities in devices and 

communications traffic. 

Delivery: CISA staff working with entity staff

Benefits:

• In-depth review of network and operating system

• Recommendations to improve an organization’s 

operational maturity and enhancing 

their cybersecurity posture

• Evaluation of network architecture
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Vulnerability Scanning
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Purpose: Assess Internet-accessible systems for 

known vulnerabilities and configuration errors.

Delivery: Online by CISA

Benefits: 

• Continual review of system to identify potential 

problems

• Weekly reports detailing current and previously 

mitigated vulnerabilities

• Recommended mitigation for identified vulnerabilities

• Network Vulnerability & Configuration Scanning

• Identify network vulnerabilities and weakness 
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Cyber Exercises and Planning
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• Cyber Storm Exercise – DHS’s flagship national-level biennial exercise

• Exercise Planning and Conduct

• Cyber Exercise Consulting and Subject Expertise Support

• Cyber Planning Support

• Off-the-Shelf Resources

• Exercise-In-A-Box

https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages

CISA’s National Cyber Exercise and Planning Program develops, conducts, 

and evaluates cyber exercises and planning activities for state, local, tribal 

and territorial governments and public and private sector critical 

infrastructure organizations.

https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
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CISA Tabletop Exercise Packages
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CISA Tabletop Exercise Packages (CTEPs) are a 

comprehensive set of resources designed to assist 

stakeholders in conducting their own exercises. 

Each package is customizable and includes template 

exercise objectives, scenarios, and discussion 

questions as well as a collection of references and 

resources. 
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Cyber Resilience Review
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• Purpose: Evaluates that maturity of an 

organization’s capacities and capabilities in 

performing, planning, managing, measuring, and 

defining cybersecurity capabilities across the 

following 10 domains:

• Benefits include: Helps public and private sector 

partners understand and measure cybersecurity 

capabilities as they relate to operational resilience 

and cyber risk

Asset Management Service Continuity 

Management

Controls Management Risk Management

Configuration and 

Change Management

External Dependency 

Management

Vulnerability 

Management

Training and 

Awareness

Incident Management Situational Awareness
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CRR Sample Report
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Domain performance of 

existing cybersecurity 

capability and options for 

consideration for all responses

A summary “snapshot” 

graphic, related to the NIST 

Cyber Security Framework. 

Comparison data with 

other CRR participants 
*facilitated only
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Ransomware Readiness Assessment

▪ Ransomware Readiness Assessment: The RRA is a self-assessment based on a 

tiered set of practices to help organizations better assess how well they are equipped 

to defend and recover from a ransomware incident. 

▪ Facilitated: Self-Administered, undertaken independently

▪ Benefits: 

▪ Helps organizations evaluate their cybersecurity posture, with respect to ransomware, 

against recognized standards and best practice recommendations in a systematic, 

disciplined, and repeatable manner.

• Guides asset owners and operators through a systematic process to evaluate their 

operational technology (OT) and information technology (IT) network security practices 

against the ransomware threat.

• Provides an analysis dashboard with graphs and tables that present the assessment 

results in both summary and detailed form.

12

CISA’s CSET Tool Sets Sights on Ransomware Threat | CISA

https://www.cisa.gov/news-events/alerts/2021/06/30/cisas-cset-tool-sets-sights-ransomware-threat
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▪ CISA's Cybersecurity Performance Goals (CPGs) are a subset of 

cybersecurity practices, selected through a thorough process of 

industry, government, and expert consultation, aimed at 

meaningfully reducing risks to both critical infrastructure 

operations and the American people. 

▪ The CPGs are intended to be:

• A baseline set of cybersecurity practices broadly applicable 

across critical infrastructure with known risk-reduction value.

• A benchmark for critical infrastructure operators to measure and 

improve their cybersecurity maturity.

• A combination of recommended practices for information 

technology (IT) and operational technology (OT) owners, 

including a prioritized set of security practices.

•

Cybersecurity Performance Goals

13
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Incident / Vulnerability Response Playbooks
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Incident Response playbook: provides a standardized response 

process for cybersecurity incidents and describes the process and 

completion through the incident response phases as defined in 

National Institute of Standards and Technology (NIST) Special 

Publication (SP) 800-61 Rev. 2,5

Vulnerability Response playbook: standardizes the high-level process 

that that is observed to be used by agencies should follow when 

responding to these urgent and adversaries to gain unauthorized high 

priority vulnerabilities

https://www.cisa.gov/resources-tools/resources/federal-government-

cybersecurity-incident-and-vulnerability-response-playbooks

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks
https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks
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Incident / Vulnerability Response Playbooks
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a standard set of procedures to identify, coordinate, remediate, 

recover, and track successful mitigations from incidents and 

vulnerabilities affecting systems, data, and networks.

This playbook provides a standardized response process for 

cybersecurity incidents and describes the process and completion 

through the incident response phases as defined in National Institute 

of Standards and Technology (NIST) Special Publication (SP) 800-61 

Rev. 2,5

This playbook standardizes the high-level process that that is 

observed to be used by agencies should follow when responding to 

these urgent and adversaries to gain unauthorized high priority 

vulnerabilities

https://www.cisa.gov/resources-tools/resources/federal-government-
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CISA SCuBA Secure Configuration Baselines

Detailed, product-specific guidance on configuring agency cloud environments to meet the minimum-security recommendations. Cloud 

Security Provider suites are open to vulnerabilities if misconfigured. Current baselines efforts are centered around M365 and GWS 

products.

18

✓ Azure Active Directory

✓ Defender for Office 365

✓ Exchange Online

✓ Power BI

✓ Power Platform

✓ SharePoint Online + OneDrive for Business

✓ Teams

Microsoft 365 Applications

✓ Gmail

✓ Common Controls

✓ Drive/Docs

✓ Meet

✓ Chat and Classic Hangouts

✓ Calendar

✓ Groups for Business

✓ Sites

✓ Classroom

Google Workspace Applications
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ScubaGear & ScubaGoggles Overview

1

9

▪ The Microsoft 365 (M365) SCBs were published on October 20, 2022. 

Pilot engagements and RFC comments informed key improvements made to the 

security configuration guidance and ScubaGear tool. The SCBs and ScubaGear tool 

can be found on GitHub - ScubaGear.

▪ On December 6, 2023, the SCuBA team published the initial draft of the Google 

Workspace (GWS) Secure Configuration Baselines (SCBs) and GWS assessment 

tool, ScubaGoggles, for public comment on GitHub – ScubaGoggles.

*GWS SCB guidance does not cover Google services outside of GWS (e.g., Maps, Photos), or any GWS Marketplace Apps created by 3rd Party developers

M365

▪ 7 Secure Configuration Baselines

▪ Over 1,600 GitHub Stars​

▪ 24,316 downloads of v1.3.0

▪ 30K+ total downloads across all 

releases

GWS

▪ 9 Secure Configuration Baselines

▪ 151 Policy Control Statements

▪ 2 releases 

▪ Over 150 GitHub Stars

▪ 400+ total downloads across all 

releases

By the Numbers 
As of

10/15/2024

▪ Both tools:

▪ Compare tenant configurations to CISA’s security recommendations.*

▪ Lower the amount of effort required for entities to assess themselves, 

providing a detailed report.

▪ Have code updates that will be released on a regular basis to address 

Google’s and Microsoft's configuration updates.

▪ Ability for CISA to have real-time visibility into tenant configuration via 

ScubaConnect .

19

https://github.com/cisagov/ScubaGear
https://github.com/cisagov/ScubaGoggles
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Introducing Logging Made Easy (LME)

LME enables 

organizations to monitor 

their network, identify 

users and enhances 

security

In 2023, CISA 

introduced LME on 

GitHub. LME is a 

government-vetted, 

intuitive log 

management tool

Designed for small to 

midsize organizations 

with limited resources, 

LME offers unified 

logging and proactive 

threat detection

• No cost to users

• Quick setup and guided 

implementation for simplified 

log management

• Integrated monitoring for real-

time threat visibility

• Trusted and transparent 

operations

• Tailored dashboards to fit 

users' needs

• Community Collaboration 

(GitHub discussions)

• No information is collected or 

sent back to CISA

• User-friendly instructions for 

downloading and installing 

LME are available at LME's 

GitHub Repo

• LME's instructions provide 

detailed steps organized by 

chapters and explain how the 

tool uses endpoint agents for 

thorough event data 

collection and analysis.

Contact LME: CSSO Email LME's GitHub Repo

LME Snapshot

• Creates a centralized 

repository of Windows 

Sysmon logs to detect 

incidents or suspicious 

events, aiding in incident 

response, account, device, 

and monitoring

• Uses open source technology 

alongside CISA-developed 

configurations and scripts

• Works in conjunction with 

threat reports, queries for the 

presence of an attacker in 

the form of Indicators of 

Compromise (IOCs) and 

Tools, Techniques and 

Procedures (TTPs).

Key Benefits Easy Installation 

https://github.com/cisagov/LME
https://github.com/cisagov/LME
mailto:CyberSharedServices@cisa.dhs.gov
https://github.com/cisagov/LME
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Cyber Security Evaluation Tool (CSET)

• Purpose: Assesses control system and information technology 

network security practices against industry standards.  

• Facilitated: Self-Administered, undertaken independently

• Benefits: 

• Immediately available for download upon request

• Understanding of operational technology and information 

technology network security practices

• Ability to drill down on specific areas and issues

• Helps to integrate cybersecurity into current corporate risk 

management strategy

https://github.com/cisagov/cset/releases

https://cset-download.inl.gov/

23

https://github.com/cisagov/cset/releases
https://cset-download.inl.gov/
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CSET CPG
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Assessment Items (Goals)
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Format in CSET
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Format in CSET - References
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Free Federal Cyber Training
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FedVTE is an online, on-demand training center that provides free 

cybersecurity training for U.S. veterans and federal, state, local, tribal, and 

territorial government employees. As of January 2017, there are:

• Over 140,000 registered users, including employees at all levels of government

• Over 18,000 veteran users (through non-profit partner, Hire Our Heroes )

• Over 5,000 SLTT registered users

https://fedvte.usalearning.gov/

FedVTE enables cyber professionals to continue growing skills.

https://fedvte.usalearning.gov/
https://fedvte.usalearning.gov/
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Questions?
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect

44



Jon Easton

October 17, 2024

CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect

50



Jon Easton

October 17, 2024

CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Detect
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CPG - Respond
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CPG - Respond
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CPG - Respond
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CPG - Recover
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Reports and Summary
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Jon Easton
Cybersecurity Advisor

Region II (NY, NJ, PR, USVI)

Jonathan.Easton@cisa.dhs.gov
(771) 217-0640
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mailto:Jonathan.Easton@cisa.dhs.gov
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